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Abstract profiling [18,(36,[46[ 5P], energy efficient hardwarel[21,

The past few years have withessed an evolutionafay OPerating systemsl[Z, 10,115, £9] B2l 49,50, 51}, lo-
P y Cation services [14, 20, 26,131], displays[[5] 17] and net-

change in the smartphone ecosystem. Smartphones havderking [4,06. 32/ 410 43]. Previous work has achieved
gone from closed platforms containing only pre_inst‘fjl”enotable im’pro’ver_r;eht.s in gmartphone battery life, yet the
applications to open platforms hosting a variety of thirdfocus has primarily been on normal usage, i.e V\;here the
party applications. Unfortunately, this change has aldo Ieenergy used is needed for normal operatio’n o
to a rapid increase iAbnormal Battery Drain (ABDprob- X

i In this work, we address an under-explored, yet emerg-
lems that can be caused by software defects or MISCAN- "\ 1o of batterv problem on smartohoneAbnormal
figuration. Such issues can drain a fully-charged batte g yp y D P

r .
within a couple of hours, and can potentially affect a Sigl_%(attery Drain (ABD)

nificant number of users.
This paper presents eDoctor, a practical tool that helgs1  Abnormal Battery Drain Issues

regular users troubleshoot abnormal battery drain issues o
on smartphones. eDoctor leverages the concepixef ABD refers to abnormally fast draining of a smartphone’s

cution phaseso capture an app’s time-varying behavior,battery that_is not <_:aused by nqrmal resource usage. From
which can then be used to identify an abnormal app. Bas@dUSer's point of view, the device previously had reason-
on the result of a diagnosis, eDoctor suggests the most i€ battery life under typical usage, but at some point the
propriate repair solution to users. To evaluate eDoctor2attery unexpectedly started to drain faster than usual. As
effectiveness, we conducted both in-lab experiments afd€Sult, whereas users might comfortably and reliably use
a controlled user study with 31 participants and 17 reaf’€ir phones for an entire day, with an ABD problem their
world ABD issues together with 4 injected issues in 1$atteries might unexpectedly exhaust within hours.

apps. The experimental results show that eDoctor can suc/ABD has become a real, emerging problem. When we

cessfully diagnose 47 out of the 50 use cases while impd@ndomly sampled 213 real world battery issues from pop-
ing no more than 1.5% of power overhead. ular Android forums, we found that 92.4% of them were

revealed to be ABD, while only 7.6% were due to nor-

mal, heavier usage (Sectibh 2). Further, rather than be-
1 Introduction ing isolated cases, many ABD incidents affected a signif-

icant number of users. For instance, the “Facebook for
Smartphones have become pervasive.  Canalys r&ndroid” application (Tabl€ll-a) had a bug that prevented
ported [12] that 487.7 million smartphones were shippethe phone from entering the sleep mode, thus draining the
in 2011 — marking the first time that smartphone salelsattery in as rapidly as 2.5 hours. The estimated number of
overtook traditional personal computers (including deskits users was more thdr2 million at that time[[24], among
tops, laptops and tablets). whom a large portion were likely to have been affected by

Configured with more powerful hardware and morghis “battery bug”.
complex software, smartphones consume much more en-The emerging pervasiveness of ABD issues is a collat-
ergy compared to feature phones (low-end cell phonesal consequence of an evolutionary change in the smart-
with limited functionality). Unfortunately, due to limite phone industry. In the last few years, a new ecosystem has
energy density and battery size, the improvement pace efherged among device manufacturers, system software ar-
battery technology is much slower compared to Moore'shitects, application developers, and wireless service ca
Law in the silicon industry [40]. Thus, improving batteryriers. This paradigm shift includes three aspects:
utilization and extending battery life has become one of (1) The number of third-party smartphone applications
the foremost challenges in the smartphone industry.  (or “apps” for short) has grown tremendously (Google
Fruitful work has been done to reduce energy consumpday: 600,000 apps and 20 billion downloads|[47]; App

tion on smartphones and other general mobile deviceStore (i0S): 650,000 apps and 30 billion downloads [2]),
such as energy measuremeéni[8,13] 39, 46], modeling andwever, most app developers are not battery-cautious.



ID Category App/System  Root Cause Resolution

The 1.3.0 release (Aug. 3rd, 2010) of this app contained
bug that kept the phone awake.

(@) AppBugs Facebook Bowngrade to the previous version.

The user opened a corrupted picture file in “Gallery”, whir Automatically terminate the “medi-
(b) AppBugs Gallery caused the “mediaserver” process to run into an abnor aserver” after the user uses the
state and hog the processor. “Gallery” app.

A A configuration change made “WeatherBug” check location
(c) Czrr)n‘i WeatherBug and update weather information more frequently. Heavier u
9 age of GPS causes the battery to drain quickly.

Roll back the configuration changes to
Tess frequent updates.

The GPS was continually turned on because the brow
was trying to find the location of the user, as requested
“google.com”.

App Android
Config Browser

Go to “google.com” and disable “Al-
low use of device location”.

(d)

A bug in the Wi-Fi device driver on Nexus One caused therhe driver developer has to modify

System Android phone to repeatedly enter its suspend state and immediate|

(e)

Bugs System wake up, resulting in severe battery drain. eir code to fix the problem.
0 Systgm Android The user configured the CPU to run at an unnecessarily | Roll back the configuration change.
Config System frequency.
Environ- Android Th? users office pwldmg cpntalns several radiology desjc Turn on Airplane mode when the user
(9) which interfere with cell signals and thus make the phone". A
ment System 15 in the office.

spend more power searching signals.

Table 1:Representative ABD examples collected from Android forums

Smartphone apps used to be primarily made by devieceal energy consumptionA high energy consuming app
manufacturers, with appropriate training and developmedbes not necessarily cause ABD. To determine an app is
resources. In contrast, smartphone apps are now mosthormal” or “abnormal”, a user needs to know how much
developed by third-party or individual developers. Theyattery the app is supposed to consume, which is difficult
tend to focus limited resources on app features, on whidbr typical users, especially since an app’s battery usage
purchase decisions are often made, but put less effort oan fluctuate even with normal usage.
energy conservation. (2) The information provided by these tools requires
(2) The hardware/software configurations and extern&tchnical background to understand and take actions on.
environments of smartphones have become diverse, mdkven for tech-savvy users, information form these tools
ing it difficult and expensive to test battery usage undere not sufficient for identifying thé&BD causing event
all circumstances. As a result, many battery-related softe.g., an app upgrade). Knowing causing events is critical
ware bugs escape testing, even by professional softwdoe pinpointing the right root cause and determining the
teams, e.g., a bug in Android that affected certain Nexusest resolution.
One phones, (Tablel 1-e), and a bug in iOS that caused(3) As mentioned in Sectidn 1.1, sometimes an ABD is-
a coninuous loop when sychronizing recurring calendaue may be caused by the underlying OS, thereby affecting
events|[11]. all apps. In this case, these profiling tools may not be able
(3) In addition to software defects (e.g., Table 1-a, kp shed much light on the root cause, much less be helpful
d and e), ABD issues can also be caused by configuratitmidentify a resolution to an ongoing ABD issue.
changes (e.g., Tablé 1—c, f) or environmental conditions Apps like JuiceDefendel [27] automatically make con-
(e.g., Tabléll—g). In many of such cases, their root causfiguration changes to extend battery life. They help pre-
are not obvious to ordinary users. Therefore, it would bserve energy during normal usage, but they cannot prevent
beneficial if the smartphone system itself could automater troubleshoot ABD issues.
cally diagnose ABD issues for users. From a user’s point of view, a highly desirable solu-
tion is to have the smartphone itself troubleshoot ABD is-
1.2 Are Existing Tools Sufficient? ?ues and _suggest golutions with minimum user interven-
ion. Besides helping end users, such systems can also
Existing energy proﬁ|ersy such as Android’s “Battery Us.CO”eCt h8|pr| clues for developers to easily dEbUg their
age” uti"ty, PowerTutor [52]' and Eprof[36, 35]' monitor software and fix ABD-related defects in their code.
energy consumption on smartphones. While they provide
some level of a§sistance_to developers or t.ech—s.a.vvy usqrss  our Contribution
in troubleshooting ABD issues, they are insufficient for
broadly addressing ABD issues due to three main reasori$is paper preseneDoctor, a practical tool to help trou-
(1) These toolgannot differentiate normal and abnor- bleshoot ABD issues on smartphones. eDoctor records re-



source usage and relevant events, and then uses this in Normal Usage 76% Hardware 3.2% o o
mation to diagnose ABD issues and suggest resolutior Environment £
To be practical, eDoctor meets several objectives, inclu
ing (1) low monitoring overhead (including both perfor-
mance and battery usage), (2) high diagnosis accuracy ¢ MisaiiigRizie)y
(3) little human involvement. '
To identify abnormal app behavior, eDoctor borrows
a concept called “phases” from previous work in the at
chitecture community for reducing hardware simulatiot
time [44,[45]. eDoctor uses phases to capture apps’ time- o o
varying behaviors. It then identifies suspicious apps thgllgure 1:Distribution of 213 real-world battery drain issues

have significant phase behavior changes. eDoctor alfit We randomly sampled The meaning oDthersin each

records events such as app installation and upgrades Cgha_ph: (a) problems with uncommon root causes such as yatter
PP P9 ' “Indicator error; (b) other sources causing battery drairth @S

figu_ratior_l changes, etc. It uses this_ infqrmation in qombb’nvironmental conditions.
nation with anomaly detection to pinpoint the culprit app

and the causing event, as well as to suggest the best repair

solution.

To evaluate eDoctor, we conducted a controlled usebme mobile appd-his breakdown indicates that (i) ABD
study and in-lab experimentgl) User study we so- is an emergent and pervasive problem for smartphones,
licited 31 Android device users with various configuraand (ii) before trouble-shooting a battery issue, one may
tions and usage patterns. We installed eDoctor and pofirst need to know whether it is indeed caused by some
ular Android apps withreal-world ABD issues on their abnormal problems or if it is simply due to heavy usage
own smartphones. eDoctor could successfully diagnose 47 the device or a particular app. An energy profiler can
out of 50 cases (94%)2) In-lab experiments we also give the battery usage of each app, but cannot usually tell
measured the overhead of eDoctor in terms of its energyhether the usage is normal or abnormal.
consumption, storage consumption and memory footprint. o )

The results show that eDoctor adds little memory over- (2) Application issues cause 47.9% of all examined

head, and only 1.24 mW of additional power drain (repre£2S€s This observation supports our assertion that app
evelopers are not energy cautious. About three-quarters

senting 1.5% of the baseline power draw of an idle phone‘j. > 3 S
of the app issues have been identified as app bugs and the
remaining are related to configuration. Besides app issues,

2 Real-world Battery Drain Issues other factors such as bugs in the system (22.2%), con-
figuration changes (11.8%) and environmental conditions

To understand battery drain issues on smartphones, \{&2%) can all lead to ABD issues. It would save a user

randomly sampled 213 real-world battery drain issue@ven a tech-savvy user) time and effort if a tool can auto-

from three major Android forums: AndroidCentral.commatically pinpoint the reason for ABD issues and suggest

AndroidForums.com, and DroidForums.net. To effeca repair solution accordingly.

tively sample the issues from the thousands of battery-

related discussion threads in each forum, we searched a sét3) OVerusing or misusing certain types of resources
- - » and €an cause ABD issuesSoftware bugs and misconfigura-

of keywords including “battery”, “energy”, “drain”, ) 1SsUES _ .
their synonyms, and then randomly picked 213 issues thdg" can result in misusing or overusimgrtain types of

were confirmed to be resolved. With the collected issue€€Sourcessuch as GPS, sensors, etc., leading to an ABD
we studied their root cause categories, triggering everRsoblem. These situations imply that it is beneficial to
and repair solutions found by users (e.g., removing an aFl_;rl})omtor and analyze usage on those resources. By doing

or adjusting configuration) to get guidelines for eDoctor$0: €Poctor can separate abnormal from normal battery
design. drains and also suggest detailed repair solutions directly

related those resources.

(a) by root cause (b) by component

2.1 Root Cause Categories For many ABD issues, especially those caused by mis-
configuration and system bugs, it is difficult for an energy

We studied the root cause categories and distribution pfofiler to diagnose. For example, enabling background
the problematic components (Figlile 1). We made the foltata transmission may result in high energy consumption
lowing observations. of certain apps that transfer data when running in the back-

(1) The majority (92.4%) of the sampled battery lifeground. Profilers may list these apps as top energy con-
complaints by users are related to abnormal battery drairsumer, which mislead users to think they became abnor-
and only 7.6% are about heavy yet normal battery usage afal and thus remove them.



Events Cases Appropriate Solution < w/o Battery Drain E w/ Battery Drain
App Installation 27 Remove app 34; 1 = :
App Upgrade 11 Revert to the previous version S 2 " i.
System Upgrade 28 Wait for new update c 3 . IS .
Configuration change 15 Adjust configuration 2 4 == D g9
Environmental change 12 Adjust configuration g‘ 5 I
Others 16 Others > 6 - - °
Not remembered 104 5 ; "o .‘.'
@) 1
> 9 |
1
Table 2: ABD-triggering events and the most appropriate g 10 D1
w

resolving solutions.“Not remembered” refers to the cases where 0 5 10 15 20 25 30
users do not remember what they have done that could possibly
cause ABD issues.

Hours

Figure 2:Battery consumption rank of the Android Gallery

app running on a real user’s phone We recorded the battery

. . . consumption rank of this app reported by the Android “Batter
2.2 Trlggenng Events and Resolutions Usage” utility, once every hour. The first 15 hours is the time
In general, ABD issues happen only after certain eventg,e”OddWheE the ?pphdoes,”gt hﬁve tL‘e lb’attery b.‘f‘g’ Wg‘ereas the
e.g., installing a buggy app, upgrading an existing ap?)econ 15 hours is the period when the bug manifested.

to a buggy version, changing configurations to be more

energy-consuming, entering a weak signal area, etc . .
Therefore, knowing such triggering events is critical foP hase. Hardware rese:_;\rche_rs S|_mulate those representatlv
hases to evaluate their design instead of the entire execu-

suggesting appropriate repair solutions to users, as shofvn
in Table2. ion [43].

Interestingly, however, in more than 48% of the 219nase Identification.  Inspired by the previous work,
ABD issues, users did not remember what they had doRgoctor uses phases to capture an app’s behavior in terms
previously or what could be the possible ABD-triggeringyf resource usage. The execution of an app is divided into
event. In such cases, manually diagnosing and resolviggecution intervals, which are then grouped into phases.
the issue becomes difficult. Simply removing a suspicioutervals in the same phase share similar resource usage
app, probably the one reported by energy profiling tools gsatterns. When an app starts to consume energy in an
a high energy consumer, is not always the most appropgihnormal way, its behavior usually manifests as new ma-
ate solution; it can be either overkill or even incorrect. jor phases that do not appear during normal execution.

Combining such phase information together with relevant

3 Execution Phases in Smartphone Apps events, such as a configuration change, eDoctor can iden-
tify both the culprit app and triggering event with high ac-

To identify the problematic app or system for an ABDcuracy.
issue, it is critical to differentiate abnormal from normal Prior hardware simulation work studied architecture re-
battery usage. It is natural to immediately focus on thiated behaviors (e.g., cache miss ratio), so they captured
app that is the top battery consumer as reported by an gases based on instruction-level information, such as ba-
ergy profiler. Unfortunately, as shown in Figlire 2 fronsic block vector (BBV). However, such fine-grained in-
a real case, such approach does not always work becafggmnation is not suitable for identifying resource usage
an app’s rank in the battery consumption report can flugthases because it does not directly correlate to resource
tuate over time. The challenge is that there is no clear difisage. Smartphone apps are different from most desktop
ference between normal and abnormal periods. Thus, e9r-server applications — they are usually relatively sim-
ergy profiles and rank are not reliable indicators for trouple and not computationally intensive, but rather 1/O in-
bleshooting ABD issues. Additionally, Figuté 2 showdensive, interacting with multiple resources (deviceg)su
that changesin battery consumption or rank of an appas the display, GPS, various sensors, Wi-Fi, etc. These re-
are also not accurate indicators for abnormal behaviors fepurces are energy consuming, SO mis-using or over-using
similar reasons. these resources leads to ABD issues. Therefore, we can
To identify abnormal app behaviors, eDoctor borrowidentify phases by observing how these resources are used
a concept called “phases” from previous work for reduddy an app during different execution intervals.
ing hardware simulation timé [16, 119,123,/ 28] B8, [44, 45]. Our first approach starts from a fairly coarse-grain level
The previous work has shown that programs execute aswg recording only resource types used during each execu-
series of phases, where each phase is very different frdman interval. We refer to this method &esource Type
the others while still having a fairly homogeneous behawector (RTV)It is based on a simple rationale that differ-
ior between different execution intervals within the sament execution phases use different resources. For example,



an email client app uses the network when it receives dlifferent. The former typically has more network traffic.
sends emails. But when the user is composing an emailherefore, we explored a second schem&esource Us-
it uses the processor and display. The RTV scheme useage Vector (RUV)Each element in a RUV is the amount
bit vector to capture what resources are used in an exeaf-usage of the corresponding resource.
tion interval. Each bit indicates whether a certain reseurc We calculate the usage of a resource by the amount of
type is used in this interval. If two intervals have the samghe resource normalized by the CPU time. The execution
RTV, they belong to the same phase. interval cannot be too small in order to control the mea-
As shown in FiguréJ3(a) with data collected from thesurement overhead, so an app may run for only a frac-
Facebook app used in a real user's smartphone, RTon of one execution interval. In that case, absolute us-
clearly shows some patterns and phase behaviors: duriage numbers cannot precisely represent the usage behav-
different phases, different types of resources are useld, anr. CPU time is a good approximation of the amount of
phases appear multiple times during different intervals. Alime an app actually runs. Normalizing to CPU time al-
the figure shows, the most frequent phase is that only thews us to correlate two intervals that belong to the same
CPU is running. In this phase, most of the time the apphase, even if the app runs for different amounts of time
is idle. The second most frequent phase has both CR@each interval.
and network active, which indicates the app transfers and|f two execution intervals have similar RUVs, they be-
processes data. long to the same phase. Similar to previous work [45], we
use thek-means algorithm to cluster intervals into phases.
To find the most suitablé (i.e., the number of clusters to
generate), eDoctor tries differelnfrom 1 to 10 at runtime.

Phase #4

11 11
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(a) Phase pattern based on RTV
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(b) Phase pattern based on RUV

For eachk, we evaluate the quality of the clusters by cal-
culating the average inter-cluster distance divided by the
average intra-cluster distance as a score. The higher the
score is, the better the clusters fit the data. Since the best
k is likely to be the largest it tries, we pick the smallest
k whose score is as high as the 90% of the best score.
Figure[3(b) shows the RUV phase behavior using the
same data. As it shows, RUV captures one more phase
compared to the phases divided by RTV, enabling eDoctor
to further differentiate between low and high network us-
age. More specifically, phase #3 and phase #4 both have
usage of CPU, wakelock and network, but phase #4 has
higher network usage. It provides more fine-grained infor-
mation regarding an application’s phase behavior.

4 eDoctor: Design and Implementation

The objective of eDoctor is to help users diagnose and re-
solve battery drain issues. Even though the information of-
fered by eDoctor can also be used for app developers, our
goal is to help users troubleshoot and/or bypass ABD is-

Figure 3:The phase behavior of the Facebook Appinareal gy es pefore developers fix their code which as shown may
user's smartphone In the top part of both figures, the Sh""Oleolt?';lke months. Therefore, instead of locating root causes
pars indicate which ph‘?‘se. the app is in. In .th? bottom part h source code, eDoctor’s diagnosis focuses on identifying
figure (a), shaded bars indicate the resource is in use. lioahe (1) which a c'auses an ABD issue and (2) which event s
tom part of figure (b), the curves indicate the amount of resou respons'bleppe 9., the user updated an app to a buggy ver
ible, e.qg., user u uggy ver-

usage. ) . . :

sion or made an improper configuration change. Based on

such diagnosis result, eDoctor then suggests appropriate

Although the RTV scheme is simple, it turns out to beepair solutions.

too coarse-grained. An app may use the same types of reThere are two major challenges involved in achieving
sources in two different phases, but their resource usatieese objectives. First, it is non-trivial to accuratelpi
rates differ. For example, for an email app, while bothpoint which app and event accounts for the ABD issue.
the email updating phase and email reading phase use e causing event may not be the most recent one; in-
display, CPU and network, the resource usage rates atead, it can be followed by many other irrelevant events,



e.g., the case where the user installed a buggy app and tleeresource usage table for an app.
made multiple configuration changes. Second, eDoctor it- Some resources can be simultaneously accessed by mul-
self should not incur high battery overhead. It needs tiple apps without consuming extra energy. For example,
balance the energy overhead and the amount of informance a GPS unit is turned on, it gathers location examples,
tion needed for accurate diagnosis. and it does not consume extra energy if more than one
This section presents our design of eDoctor. As aapp requests those examples. eDoctor performs coarse-
overview, eDoctor consists of four major components: Ingrained accounting of such resources; sdVifapps ac-
formation Collector, Data Analyzer, Diagnosis Enginecess such a resource for overlapfietime units, each app
and Repair Advisor. The Information Collector runs ass charged fofl" time units of resource utilization. Fine-
a light weight service to collect resource usage and evegtained energy profilers like Eprdf[B5] use a proportional
logs. The Data Analyzer performs phase analysis (Seaecounting scheme, such that each app would only be
tion[3) on the raw data and stores intermediate results tharged forl’/N units of resource utilization. eDoctor’s
facilitate future diagnosis. Off-line analysis is doneyonl uses the coarse-grained schema because its goal is to track
when the phone is idle and connected to external power, #pp-specific energy patterns, not overall energy fluctua-
order to avoid affecting normal usage. When users notit@ns of the whole system.

ABD, they initiate the Diagnosis Engine to find the culpntElgergy consumption. In addition to resource usage,

app and t_he causing evgnt. Based on the d|agn03|§ "€SHBoctor also records battery consumption of each app in

the Repaw Advisor provides the most relevant repair SU%ach recording interval. Energy consumption is used for

gestions. _ two main purposes: (1) to prune apps with small energy
eDoctor can be installed as a standalone app. It runs ﬂfbtprints, which are unlikely a cause for ABD, and (2)

most Android phones and it is compatible with all Androi o rank suspicious apps according to the consumed energy

versions since 21 A mo_dified_Android ROM is optionaly¢ aach app. As we use the battery consumption infor-
to track app-specific configuration changes.

mation only for such comparative purposes, it is less crit-
ical to have high fidelity measurement. Further, simple
4.1 Information Collector models provide superior performance benefits that are es-
sential to reduce overhead of eDoctor, because it doesn’t
The Information Collector records three main types of dataave to track fine-grained information such as energy
in the background: (1) each app’s resource usage, (2) easthte switches. Therefore, we employ an efficient profile-
app’s energy consumption, and (3) relevant events suchla@sed energy model instead of expensive state-based en-
app installation, configuration, and updates. ergy models[4€, 52].
Resource usage. eDoctor monitors the following re-  Each Android device comes with data about power con-

sources for each app: CPU, GPS, sensors (e.g., acceler@yinption of various hardware components measured by
eter and compass), wakelock (a resource that apps hold¢ manufacture, e.g., the average power consumption of
keep the device on), audio, Wi-Fi, and network. To facilifn® processor running at different frequencies and the av-
tate diagnosis, eDoctor records resource usage in rdjativ&€rage power consumption of the Wi-Fi device being idle or
small time periods (callegtcording interva). The default  Sending data. eDoctor combines this average power con-
recording interval is five minutes in our implementation. SUMption data by the usage data it collects to estimate the
What resource usage information to store depends &pfal energy consumption of an app during each recording
the phase identification method (Sectidn 3). RTV uses'Hterval' Th|_s energy model has be_e_n used in both mdu_stry
bit vector to record whether the resources have been udédd-» Android’s “Battery Usage” utility [1]) and academic
in each recording interval. RUV, on the other hand, record€S€arch (e.g., ECOSystem [51]).
the usage amount of each individual resource, e.g., timeffvents. Events are critical for both diagnosis and re-
microseconds, amount of network data in bytes. pair advisory. eDoctor records two types of events:
In our implementation, eDoctor takes advantage of th@) configuration changes, and (2) maintenance events
resource usage tracking mechanism in the Android framénstallation, updates). Such events may be initiated
work. This mechanism keeps a set of data structures imot only by the users, but also by the underlying sys-
memory to track resource usage of each app. The resouteen automatically. App and system configuration en-
usage data are maintained for each individual app, eventifes and their new values are recorded as key-value
multiple apps run during the same recording interval. Theairs. Since most apps use Android’s facility components
values recorded are accumulated amounts since the lésty., Shar edPr ef er ences) to manage configurations,
time the phone was unplugged from its charger. At thee track app configurations by modifying these common
end of each recording interval, eDoctor reads these valemponents.Shar edPr ef er ences is a general frame-
ues and calculates the resource usage amounts in the pestk that allows developers to save and retrieve persis-
recording interval. Figurlgl 4 shows a simplified example aent key-value pairs of primitive data types, which is suit-



able for managing user preferences. We modified the im- For each major phase, the Data Analyzer keeps track of
plementation of th&har edPr ef er ences. Edi t or inter- its birth timestamp, and its number of appearances and en-
face to let it send a broadcast message to eDoctor whesrgy consumption during each analysis interval. The birth
ever a preference entry is changed. Each message contaimestamp helps diagnosis by indicating how recently a
the name of the app, the preference file name, the prefsuspicious phase is first observed. The Diagnosis Engine
ence key name and its new value. These messages al# uses this information to correlate suspicious phases
identified with a special key and only eDoctor can receiveith triggering events (Sectidn 4.3). For the last two vari-
them, so they are effectively unicast messages to eDoctables (appearance count and energy consumed), only the
One drawback of this approach is that if the developersost recent( intervals of data are maintained. Clearly, a
implement their own mechanisms to manage preferencdarge K allows for detection of issues that are introduced
eDoctor cannot track the changes. This is rare, howeverearlier, but it incurs larger storage and computing over-
For system-wide configurations, eDoctor recordiead and potential mis-diagnosis. We fikd= 7 (about
changes that may affect battery usage, including changre week in time) strikes a good balance in the trade-off.
ing CPU frequency, changing display brightness, chang-
ing display timeout, toggling Bluetooth connection, tog- Figurel4 illustrates a simplified version of phase analy-
gling GPS receiver, changing network type (2G/3G/4G¥is. Based o-means clustering computation (Secfion 3),
toggling Wi-Fi connection, toggling Airplane mode €ntries with timestamp 5, 10 and 25 belong to the same
(which turns off wireless communications), togglingPhase (Phase #1 in the Phase Table below), because they
the background data setting, upgrading the systefiave similar normalized usage patterns even though the
and switching firmware. eDoctor records these evengsolute values of their entries differ largely. In additio
by Capturing broadcast messages by the Android Sygle entries at time 15 and 20 belong to the same phase
tem. For example, when the Wi-Fi connection statPhase #2), as the app only uses CPU for data processing
tus changes, the system sends a broadcast messdijethis simplified example, we assume the values in the
W El _STATE_CHANGED.ACTI ON\. other columns for other resources are all zero). The en-
To protect user privacy, eDoctor stores the above infotty at time 30 indicates that the app is not running, so it is
mation in its app-specific Storage that other apps canno®t inserted in the Phase Table. The last entry at time 35
access. In addition, it does not transfer the informatiol$ another new phase (Phase #3) where only wakelock is

outside of the phone; all analysis is done locally. held for a long time but the app does not use much other
resources. It is the typical symptom when the developer

4.2 Data Analyzer forgets to release wakelock.

eDoctor’'s Data Analyzer is responsible for parsing all re-

source usage data collected by Information Collector, ge Resource Usage Table
erating phase information (Sectiéh 3) for each app, ar (with RUVs before normalization)
storing it in a per-apphase tableSince such phase anal- | Time | CPU | GPS | Wake | ... |Energy
ysis incurs overhead, it is only performed when the phor 5 | 1400 | 1410 | 1350 | .. | 5630 | <-- Phase
is being charged and the user is not interacting with tr —e— 100 | 102 | 105 | .. | 408 | = Phase/
15 | 400 0 380 | .. | 600 | <-- Phase#2
phone. 20 | 350 0 320 | .. | 545 | <-- Phase#2
Every time when invoked, the Data Analyzer processe o5 300 | 370 | 390 | 1380 | <-- Phase #1
all theanalysis intervad that haven’t been analyzed. In our 30 0 0 0 0 <-- Not Run
implementation, an analysis interval is one charging gycli 35 25 0 400 | .. | 1300 | <-- Phase#3
i.e., the time period between two phone charges. For ea
analysis interval, eDoctor identifies execution phases t Phase
using either RTV or RUV as explained in Sectldn 3. Tc
reduce noise and speed up diagnosis, it only recorals Phase Table
jor phases- phases that account for more than 5% of th interval #1 | Interval #.. | First Time
app'’s total execution time during the last analysis interva D # |Energy| # | Energy |Appearence
Phases that appear occasionally are likely to be noise. Phase#1 | 3 | 7416 | .. | .. 5
Each entry in a phase table represents a major pha | Phase#2 | 2 | 1145 | ... | .. 15
Each major phase is identified by a unique phase signatu | Phase#3 | 1 | 1800 | .. | .. 85

We use phase signatures to determine which phase a given

new resource vector be|0n93.t0- For RTV, we use the RTWigure 4:Phase analysis illustration The resource usage table
vector directly as the phase signature; for RUV, we use thgows seven resource usage records collected by using tie RU
center and the radius of the corresponding cluster as thethod (before normalizing to CPU time).

phase signature (refer to Sectidn 3).



4.3 Diagnosis Engine assumes the ABD started i (and may continue im),
thus it checks whether any SN-Phase exists in the most

When users notice ABD issues, they invoke eDoctor’s Direcent two intervalsy; andr,, compared to the previous
agnosis Engine, which pinpoints the culprit app and thg — 2 intervals. The process goes on until it finally iden-
causing event. It analyzes historical phase tables (calcifies an SN-Phase or it has exhausted all collected data in
lated by the Data Analyzer, Sectionk.2) and event recorgige phase table. For apps that are recently installed, they
(collected by the Information Collector, Sectionl4.1), anghay not have much information in previous intervals. In
correlating them to identify the culprits. such cases, any phase that consumes a high level of energy

Identifying the culprit app and the causing event is noih recent analysis intervals is still considered to be an SN-
trivial. As demonstrated in Sectién 3, energy profile anéhase (when there is no previous intervals to compare). As
rank are not reliable indicators for diagnosing ABD issuesnentioned before, all apps that contain SN-Phases are then
Some ABD issues are caused by intensive consumption@éfgarded as suspicious apps. Based on our extensive em-
certain resources, e.g., GPS or the processor. Howevpitical experiments (Sectidd 5), there are usually at most
the mere fact that a resource is used for a long time do2s3 suspects after this step.
not necessarily indicate abnormal behavior — an app may eDoctor keeps a week of historical data for each app,
simply be designed to run for a long time. In addition, confor two main reasons. First, if a new phase appears but
sidering only recent resource usage is insufficient, sinaie user has been using the app for a week without ob-
historical baseline data is needed to identify abnormal bgerving battery issues, that new phase is likely to be legit-
havior. imate. Second, storing less data helps control the storage

eDoctor’s approach is based on a key observation: masterhead and computation time of the data analysis (Sec-
ABD issues involve a new, energy-heavy execution phasien[4.2).
emerging in a particular app. For example, in the Fac

book bug mentioned in Sectidd 1, a new such phasee%ep 2: ldentifying suspicious causing events. For

characterized by the wakelock being held for a long tim8aCh suspicious app, the event ihat immediately precedes
E SN-Phase is considered the most suspicious in caus-

while other resources are used little in the meantime. Th . ) . - ; ;
g the ABD. The Diagnosis Engine finds it by comparing

?ehrizes{;rﬁg ;ﬁ;gf;::;ﬁ;g:gi gyvgsg a;g%fﬁés\ge r%%e timestamp of the SN-Phase and the timestamps in the
" eventlogs.

and any app that contains an SN-Phasesasspicious app . ) ) ) .
Finally, the Diagnosis Engine ranks all suspicious apps

The diagnosis process has two major steps: (1) identifying i )
suspicious apps, and then (2) identifying suspicious Caulgz_;\sed on the tot_al energy consumed in their SN-Phase(s).
ing events. For user convenience, eDoctor reports only the top ranked

suspicious app and causing event for repair advisor. Cer-

Step 1: Identifying suspicious appseDoctor first prunes tainly, it could also report all suspicious apps to experi-
out apps that consume low energy, because they are @hced users if necessary.
likely the root cause of noticeable ABD. We only consider
the top apps that, combined, consumed 90% of the en- : :
ergy. eDoctor then checks whether there is any recent S%JA' Repair Advisor
Phase. Determining whether a phase is energy-heavyaraddition to providing a diagnosis report about the suspi-
not is straightforward (e.g., by computing its energy coneious apps and causing events, eDoctor also suggests the
sumption percentile in the app). But how to defm®y? most suitable repair solutions based on the symptom and
Users may not start diagnosis immediately after an ABRausing events.
issue happens. In other words, ABD may start well begninstalling or reverting a problematic app to a pre-
fore the moment of diagnosis. In consideration of thisyious version If a recent update contains an ABD issue,
Diagnosis Engine uses a progressive strategy to search éoctor suggests to revert the problematic app back to the
suspicious apps as follows. previous version or uninstall the app. Unfortunately, An-

Recall that within an app, each major phase’s informadroid does not allow reverting apps directly. A tech-savvy
tion is recorded for theé< most recent analysis intervalsuser can revert an app with command line tools if a pre-
(i.e., charging cycles), which we notateas 7, ..., 7x, Vious version is accessible. A better solution is to revert
wherer; is the most recent interval and, is the oldest apps automatically by backing up prior installation pack-
interval. The Diagnosis Engine first assumes that the nages. When Android installs an app, it stores the installa-
ticed ABD originally happened im;. It thus treats those tion package on the phone temporarily, but it keeps only
phases with birth timestamps falling i3 to 7x as nor- the last installed version of the package. If we back up
mal ones where no ABD occurred. It then checks ihas prior versions, we can allow users to install prior versions
any new energy-heavy phase appearing compared to #Boctor has implemented a prototype and proved the fea-
previousK — 1 intervals. If it does not find any, it then sibility of this approach.



Terminating apps after use If the user wants to keep utilization. Thus, we believe that our user study provides
using the problematic version of the culprit app, eDoctoa relatively diverse and realistic sample.

suggests temporary repair solutions in certain scenarios.For ABD issues caused by software bugs, we prepared
One of the most common symptoms of energy bugs is thawo versions of a target app: one with a real-world ABD
an app continues to consume resources even after the ussue and the other without (i.e., either already fixed or not
stops using the app. In this case, eDoctor suggests usergéd defective). We took similar steps with ABD-triggering
manually terminate the problematic app every time afteronfiguration changes. Next, we randomly assigned each
closing it, so it will not run in the background. As this ABD issue from Tabl€3 to 1-5 participants, giving us 50
can be troublesome, a better solution is to have eDoctoases in total. In each case, we asked the user to follow
automatically terminate the problematic app. three steps: (1) Use the given app (normal version) for at
Reverting configuration changes If a recent configura- least5 days. Meanwhile, participants should use their own
tion change causes an ABD issue, eDoctor presents usepps as usual. (2) Switch the app to the defective version,
the identified configuration entry, together with its cutrenor change the configuration to the incorrect one. To make
and old values. It relies on the user to revert the configteasy for participants to do this, we designed custom soft-
uration back to the old setting. User-level apps do natare that performed the switch with a single click. (3) Use
have permission to directly change configuration valuethe defective app until ABD is apparent, and then invoke
However, if implemented in the Android framework, it iseDoctor to diagnose the problem. In total, we collected

possible to automatically fix configuration issues. 6,274 hours of real-world resource usage data. We used
We leave the implementation and evaluation of autdhis data to evaluate eDoctor’s diagnostic effectivenass,
matic repair to future work. well as its energy, storage, and memory overhead.

5 Evaluation 5.1.1 Diagnosis Result

_ Figure[5 shows eDoctor’s effectiveness. Overall, eDoctor
To assess the effectiveness and performance overheadygh RUV accurately diagnosed 47 of the 50 cases (94%
eDoctor, we used real-world ABD issues to conduct bothccuracy). eDoctor misdiagnosed three cases. These three

in-lab experiments and a controlled user study. ABD issues were experienced by multiple users. eDoctor
misdiagnosed these issues for some participants, but suc-
5.1 Effectiveness (User Study) cessfully diagnosed the issues for other users.

We wanted to evaluate eDoctor on real user phones, whe 60
ABD issues were mixed with normal usage of phones ar
apps. Thus, we recruited 31 Android users via campu
wide mailing lists in two major universities - University
of California at San Diego (USA) and Peking University 20
(China). These users had 26 different devices with 11 di 10
ferent Android versions and various configurations and u: 0
age patterns.

Areal user stL_de Would_ ask participants to troubleshocﬁigure 5: Diagnosis results “Overall Case” shows the diag-
naturally occurring ABD issues. However, such a stud)osed cases among all 50 ABD cases. “Resource Overuse” and
might take several months and require a large number @bther” show breakdown of two types of ABD cases.
participants to generate sufficient data points. Thus, we

conducted a more controlled experiment. We emulated There were two reasons for misdiagnosis. First, some
real-world scenarios where a user performed an ABDABD issues occurred without an obvious change in the
triggering event (e.g., installing a buggy app or misconapp’s phase behavior. For example, at initialization time,
figuring a setting), used the phone for some time, noticezhe user configured the “Weather Bug” app to frequently
rapid battery drain, and then started diagnosis. The wholgpdate its weather data. High-frequency updates cause
study took 7-10 days for each participant. ABD, but for this user, the “Weather Bug” apgpartedin

ABD issues were hard to reproduce due to their depethe ABD state, so eDoctor could not detect anomalies in
dency on specific versions of hardware and software. Whe app’s behavior after the user upgraded to the defective
finally reproduced 1#eal-world ABD issues. We also version. eDoctor misdiagnosed ABD with the “K9Mail”
generated 4 synthetic issues by modifying open-soure@p for a similar reason.
Android apps (Tablgl3). We selected only popular apps eDoctor can also misdiagnose ABD if it lacks sufficient
that had a significant number of users; these apps also Hadgitudinal data for an ABD-causing app. For exam-
heterogeneous patterns of user interactivity and resoungke, one user ran the non-buggy version of the “Vanilla

== Total

50 P 3 eDoctor w/ RUV
40| | o eDoctor w/ RTV

30

Number of Cases

Overall Case




App Name | Category Description Downloads | Issue Type Issue Description
Anki-Android Education A flash card app 100K+ Bug ) Resource overuse (Accglerometer)
Config Frequent widget refreshing
BostonBusMap Travel Bus tracking in Boston 50K+ Bug_ Resmﬂceoyemse(GPS)
Config Enable continuous updates
Cool Reader Book An eBook reader 1M+ Bug Resource overuse (Wakelock)
Eyes-Free Shell | Tools Eyes free access to apps 10K+ Bug Resource overuse (GPS)
Facebook Social Official Facebook app 100M+ Bug Resource overuse (Wakelock)
Gallery Media A 3D gallery app built-in Bug Resource overuse (Accelerometer)
K9Mail Communication An popular email client 1M+ Bug Too many trials
Marine Compass | Tools A compass app 100K+ Bug Resource overuse (Magnetic field sensor)
MyTracks Health Route tracking 5M+ Bug Resource overuse (Wakelock and GPS)
Nice Compass Tools A compass app 1K+ Bug Resource overuse (Magnetic field sensor)
NPR News$ News NPR News client 1M+ Bug Resource overuse (GPS)
OpenGPS Tracker Travel Route tracking 100K+ Bug ) Resource overuse (GPS)
Config GPS precision
OpenStreetMap Productivity OpenStreetMap viewer 5K+ Bug Resource overuse (GPS)
Replica Island Game An Android game 1M+ Bug Resource overuse (Orientation sensor)
Standup Timer Productivity A timer app 1K+ Bug Resource overuse (Orientation sensor)
Talking Dialer Communication A dialer app 50K+ Bug Resource overuse (Accelerometer)
Vanilla* Music A music player 50K+ Bug Resource overuse (Wakelock)
Weather Bug Weather A weather reporter 10M+ Config Frequent update
WHERE Travel Location discovery 1M+ Bug Resource overuse (GPS)

Table 3: Apps and ABD issues used in our experimentsThe numbers in the “Downloads” column indicate the numifeapp
downloads from Google Play, as of May 2012. To save spaceswéKJ to present 1,000 and “M” for 1,000,000. “Built-in” mea
this app is bundled with some phones. To cover a wider speatfuesources and usage patterns, we injected four reatha@D
bugs into apps in popular categories. They are marked with*thsymbol. “Resource overuse” indicates a bug that uses aireso
for longer than necessary, e.g., the developer forgetdease a resource after using it or holds a resource for tap lon

Player” app for a short amount of time. During this shorbnly one type of resource.
time period, the app displayed behaviors that resembled a
wakelock leak (this might have occurred because the use
frequently paused the player). The user soon updated tc
the defective version of the player thditd have a wake-
lock leak. However, eDoctor did not detect a new phase,
and thus could not flag the application as suspicious. If
eDoctor is deployed to a large number of users, it can learr
an apps phases using many different instances of that apy 0
eDoctor could then leverage this large data set to identify
even “early onset” ABD issues. Figure 6:Energy consumption rank of the culprit app. The
eDoctor is meant to be used as a diagnosis tool insteadmber at the top indicates the number of ABD cases, e.gl, in 2
of a detection tool. When the user observes a battery draiases the rank is equal to or greater than 4.
and invokes eDoctor, it reports the app that is most likely
to be the root cause. So we focused the evaluation on ¢
rect diagnosis vs. misdiagnosis instead of true positiv
vs. false positives.

25
20
15
10

Number of Cases

#1

#>=4

#2 #3

the culprit app always the biggest energy consumér

%% discussed in Sectidn 1.2, one may wonder if existing
energy profilers can detect ABD simply by identifying the
RTV vs. RUV. As expected, RUV is more accurate thartop energy-consuming apps. Our data explains why this
RTV; the former had an accuracy of 94%, but the lattewill not work. As illustrated in Figurél6, only 32% (16)
only diagnosed 72% of cases correctly. RUV capturesf the cases have a culprit app that ranked #1 in energy
phase characteristics better than RTV, and can detect alse. In almost half (21) of the cases, the rank of the cul-
normal phases that use the same resources as their mmit app was greater than three. In these cases, the apps
mal counterparts but in abnormal amounts. We also brokéth ABD drained a significant amount of energy; how-
down the 50 cases into two high-level categories: resoureger, other healthy, concurrently running apps also drew
overuse and other cases. RUV performs better than RT&rge amounts of energy (or the user noticed the ABD
in both categories. Interestingly, RTV is better at reseurdefore the faulty app could waste a lot of energy). This
overuse (80.5%) than others (33.3%). The reason is thd¢monstrates why existing profiling tools are insufficient
resource overuse often involve an app intensively usirfgr diagnosing many types of ABD. In addition, users may



be confused by the top-ranked but healthy apps and make
wrong decisions to uninstall them or stop using them.

How many apps were monitored and how many events
happened® As Figurd ¥ (a) shows, for at least 60% of
the users, more than 120 apps are installed. The app
counts include pre-installed apps and services that users
were not even aware of. We also found that many energy-
related events happened on the phone during the user study
time period (7-10 days). As Figulé 7 (b) shows, 60% of
the users had at least 50 events taking place. As shown,
eDoctor could diagnose culprits among all these events
and monitored apps with high accuracy.
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Figure 8: The cumulative distribution of number of phases
across 1,890 apps we monitored on real user phones during
the user study We only consider the major phases that account
for 80% of the total execution time.

in Figure[®, eDoctor added only 1.5% power overhead to
anidle Nexus One (82.5mW) which had no user interac-
tion but only ran built-in system software with Wi-Fi and

radio signal enabled. eDoctor’s energy overhead should be
even lower—normal user activity will wake the phone up,
allowing eDoctor to “piggyback” on this energy usage and
o collect resource statistics in the background. eDocter's r
5.1.2  Phase Distribution source collection also has low overhead because eDoctor
To further understand the phase behavior of smartphol@verages Android’s preexisting infrastructure for persi
apps, we also examined how many normal phases smdgnt resource tracking.

phone apps may have. Figlide 8 shows the cumulative dis-
tribution of all 1,890 apps that we monitored during the
user study. The most important observation is that, dur-

Figure 7:Distribution of the number of apps and events.

[Z22]

Base Line
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ing normal execution, most apps have a small number of %;g
major phases. For example, if using RTV (i.e., identify- o
ing phases based on resource type), about 80% of the apps 330

have only 1 major phase in normal use and another 13%
have only 2. If using RUV (i.e., considering resource us- 0 ldle  +Wifi __ +Radio +eDoctor (60)
age amount), apps have more major phases, but 80% of the .
apps have at most 4 different phases. Se¢fion 3 descrideigure 9:eDoctor’s battery consumption overhead for data
how eDoctor normalizes RUV with respect to CPU timecollection. Baseline (the first three bars): idle Nexus One phone
Figure[8 depicts the number of phases detected with aljff" Wi-Fi and radio signal enabled. eDoctor collects all

. o N tive apps’ resource usage on this phone (the fourth bar).
without normalization. As shown, normalization reduces
the number of phases. After normalizing, nearly 75% of

apps have only 1 normal phase.

Storage overhead. eDoctor uses storage to collect re-
source utilization data and phase statistics. We measured
this storage overhead by running a phone with eDoctor in-

) o ) stalled for 24 hours. eDoctor's overhead increases with
eDoctor's Information Collector periodically runs in théine number of apps, so we ran experiments with 100, 125,
background (by default, once every 5 minutes). In this se¢yq 150 installed apps. Talile 4 shows that eDoctor con-
tion, we describe eDoctor’s overhead in terms of energy,;med at most 3.2 MB per day. By default, eDoctor tracks
storage, and memory. one week of information; thus, eDoctor requires at most
Battery consumption overhead. We directly measured 22.4 MB of total storage. The storage overhead is even
eDoctor’s battery consumption on the Nexus One phonsmaller in reality, because eDoctor does not store resource
We used a National Instruments NI USB-6210 DAQ talata if an app is not running. This is an acceptable over-
measure the voltage and current on the battery and caldead, since modern smartphones contain several gigabytes
late the power consumption of the entire device. As showaf storage space.

5.2 Overhead



Number of Apps 100 125 150 7 Related Work

Data size (24 hours) 1915KB 2419KB 2884 KB
Phase information 216 KB 270 KB 324 KB
Total 2131 KB 2689 KB 3208 KB

Energy consumption modeling and measurement.
Carroll et al. [13] measured power consumption of com-
Table 4:Storage used by eDoctor ponents in modern smartphones. Thiagarajan et al. [48]

measured energy used by mobile browsers. Shye et al. [46]

studied how user activities affect battery consumptiod, an
Memory Overhead. ~We used Treph" Profiler [3] to  derived a linear regression based power model. Zhang et
measure eDoctor's memory overhead. eDoctor's mergg. [52] presented a power model based on system vari-
ory footprint was only 23.3 — 25.2MB. Memory utiliza- gples, e.g., the processor’s frequency, the amount of data
tion was stable over time because eDoctor only buffersraceived through the network, and the display brightness.
smal_l amount of data and periodically stores the data Recently, Pathak et al. [35, 36] proposed “Eprof”, a tool
persistent storage. that performs fine-grained energy profiling by tracing sys-
tem calls. eDoctor leverages Android’s internal energy us-
age tracker; this tracker has less overhead, but it is suf-
ficiently accurate for eDoctor to effectively rank applica-
tions by their energy usage.

6 Limitations and Discussions

When does eDoctor struggle?eDoctor has poor accu- Malware detection by monitoring energy usage. Kim

racy if the phases related to ABD were also common bé&! 2l [23] detects malware that causes sudden battery
fore the ABD began. This might happen if an applicatiorﬁjra'n as a S|de-effept. Similar to malware detectlo_n for
was initially started in a broken state (see Sedfion b.1.19esktops/laptops, this work detetitaown” battery-drain
eDoctor's diagnostic accuracy will also suffer if a usefh@ware by comparing the power signature of each appli-
simultaneously installs or reconfigures two apps, one &ationin a smartphone with those known signatures stor.ed
which is normal but energy-hungry, and another whicH! & malwa_re database. eDoctor focuses on d|agr_103|ng
has an ABD bug. In this scenario, eDoctor will regardattery-drain caused hynknowrsoftware bugs or config-
both apps as suspect; since eDoctor only reports the higifation changes that may happen to any smartphone apps.

est ranked app, miSdiagnOSiS may result. Such a Situati%ergy-efﬁcient Smartphone design_ Prior work cov-

did not arise during our user study, but finding automatigrs a wide spectrum of system design: processors (Green-
resolutions for such problems is an area for future worlproid [21]), resource management (ECOSystéml [51],
Finally, misdiagnosis might also occur if the causal everginder [42]), file systems (quFiles [49]), page allocation
occurred so long ago that it no longer resides in eDoctor{g29)), 1/O interfaces (Co-op /G [80]), display {[5]), ver
historical data. less networking (PGTF [4], STPMI[6], SleepWell [32],
Alternative approaches?While eDoctor leverages phaseSALSA [41], Bartendr([43]), and high level services (En-
behavior to identify abnormal apps, but there are altet-oc [14], Micro-blog [20], EnTracked [26], A-lod [31]).
native approaches. For example, using signal procesBhese efforts focus on reducing energy usagadmal

ing techniques, one could detect abnormal energy copicumstances. In comparison, eDoctor troubleshoots ab-
sumption in the same way that network intrusion detegiormal battery drain.

tors identify traffic flows[[9]. However, such teChn'quesAbnormal battery drain studies. Pathak et al[[34] con-

ofteq have many false positives. One could also use d&' cted a study on battery issues on Android. Their results
namic bug detectors to identify code paths that may Ie% so show that ABD is an emerging problem. Recently

o AﬁD (525][33]' H?\g]ever, tthey |_ntrf>duce f"?mf'caﬂt. Pathak et al/[37] studied energy bugs in smartphone apps.
overhead because ot the run-ime instrumentation, whi ey found many bugs are caused by failing to release

mak_e_s ithard to deploy directly to l.JserS, smartphones. I|Qesources and thus preventing a phone from switching to
addition, they only work for ABD issues caused by al'sleep mode (called “NoSleep” bugs). They also proposed

ready known bug patterns. In comparison, eDoctor is Ilgtg detector leveraging a reaching definition data flow anal-

weight and_ It can d'agf‘ose ABD issues caused by Va”o‘ylgis to detect the missed API calls that release resources.
types of misconfiguration, bugs and so on.

Their work can help developers to detect this specific type
Is eDoctor limited to Android?  Although we imple- of energy bug in source code. eDoctor is complementary
mented eDoctor on Android, its approach is not limited t§ecause (1) eDoctor helpsersdiagnose ABD issues and
any particular platform. We chose Android because of itgng the appropriate repairs; and (2) eDoctor does not as-
openness—we could record resource usage without usg[fine that ABD is caused by specific types of bugs. In-
having to jailbreak their phones. We could also modify thgtead, eDoctor can diagnose ABD that arises from a vari-
platform to track app-specific configuration changes. ety of misconfigurations, bugs and so on.



8 Conclusions [10]
This paper addresses the emerging abnormal battery drain
(ABD) issue on smartphones. We built a practical tool,
eDoctor, to help users diagnose and repair ABD issues.i
our user study with 21 ABD issues and 31 participants,
eDoctor successfully diagnosed 47 out of 50 cases with
only small battery and storage overhead. We plan to rem;
lease eDoctor on Google Play so that it can help real users
while also collecting feedback for further improvement.

[13]
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